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Introduction

Cyber-Physical Systems (CPS) are understood as systems where “physical and
software components are deeply intertwined, each operating on different spatial
and temporal scales, exhibiting multiple and distinct behavioral modalities, and
interacting with each other in a myriad of ways that change with context” [139].
The domains of application of CPS are very diverse: e.g., robotics, dis-
tributed monitoring, process control, power-grid management [171, 114, 149].

It is important to realize that the design of CPS encompasses three main
aspects, mapping to as many research fields, with their own purpose and goals:
The embedded hardware design aims to extend the amount of computational
resources available (e.g., processing power, memory, sensors and actuators)
while limiting the cost, form factor, and energy consumption of a device.
The communication, either wired or wireless, aims to transmit messages
between distributed devices efficiently; that is, quickly and using little energy.
Finally, the distributed system design realizes the implementation of the CPS
functions, such as e.g., remote monitoring and control of distributed processes.

The goal of the overall design is to reliably provide the specified CPS functions.
Achieving this goal relies on hardware and communication; however reaching
“perfect” communication, such as 100% packet reception rate, is not a goal
in itself; it is merely a mean to an end. What truly matters is to fulfill
the system functionality. Typically, CPS design aims to provide end-to-end
performance guarantees, such as meeting hard deadlines between the execution
of distributed tasks; for example, between the start of a sensing task to the end
of the corresponding actuation tasks – Figure 1.1. Meeting such deadlines is
called providing real-time guarantees.

The potential benefits of wireless communication for CPS applications are
well-known and include e.g., simpler deployment and maintenance, cheaper
operational costs, lighter weight [120]. Furthermore, wireless is the only
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Figure 1.1 The primer objective of CPS design is to provide end-to-end performance
guarantees for distributed applications. In this dissertation, we consider synchronous
transmissions, a recent development in low-power wireless communication, and
attempt to leverage the technique to provide real-time guarantees in wireless CPS.

viable option in application domains including highly mobile nodes, such as
an automated warehouse with transport robots [85] or teams of drones [133].
However, CPS applications have challenging performance requirements [18],
which are hard to fulfill with a wireless design.

1.1 Requirements of Wireless CPS

CPS applications are subject to different types of requirements, such as
the specified end-to-end latency, bandwidth, or number of devices; the
precise performance level for these requirements depends on the application
context. Generally, CPS requirements belong to one of the following classes:

Reliability A large ratio of messages are successfully transmitted wirelessly.
Adaptability The system adapts to runtime changes in resource demands.
Mobility The system supports mobile devices.
Timeliness Applications meet their deadlines, which are often specified end-

to-end. Depending on the class of systems, deadlines can be
either soft or hard [45].

Efficiency The system supports short end-to-end latency, scales in terms of
system size, and optimizes its energy and bandwidth utilization.

These requirements are mutually conflicting. For example, reducing the energy
consumption is typically achieved by keeping the radio turned off whenever
possible. However, this directly conflicts with Adaptability, as the system cannot
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adapt reliably without exchanging some extra messages. In general, there is a
price to pay in terms of Efficiency for meeting any of the other requirements.
Hence, designing CPS consists in exploring the design space for relevant trade-
offs; that is, the design optimizes the overall system Efficiency while meeting
other application requirements.

1.2 Traditional Wireless Networking

Low-power wireless communication is a mature field of research, heavily studied
for more than two decades. A large part of the research focused on wireless
sensor networks, where low power consumption is a key requirement to enable
long-term operation of the deployed networks, with specifications up to multiple
years of operation on small batteries. Many successful applications and
deployments include monitoring of soils [81], permafrost [194], buildings [49],
or wildlife [46, 206].

In these scenarios, the distributed application often remains simple (e.g., collect
sensor readings). The main challenge is to reliably aggregate or disseminate
messages across a multi-hop network. Single-hop communication refers to
the case where a source node is in communication range from its destination.
This is a rather simple case, but the deployed networks often span large areas
whereas low-power radios can typically communicate in the range of tens of
meters. Thus, multi-hop communication is required, whereby a source node
must rely on other nodes in the network to forward its messages, hop after
hop, until the destination is reached. This is the same principle as in the
children’s game known as Chinese whispers [198]; if you ever played, you know
that the original message hardly ever reaches the end of the chain successfully.

Multi-hop communication is a collaborative task for which the nodes must be
coordinated. Indeed, if a node transmits a message while another wireless
communication is ongoing, the transmissions will interfere and they may both
fail. Furthermore, the radio frequency bands used for wireless communication
cannot be isolated. Other networks are potentially exchanging messages on the
same frequencies, which generates external interference and triggers packet
losses. As a result, traditional multi-hop communication requires complex
mechanisms for coordinating the nodes, scheduling the different transmissions
to forward all messages throughout the network, and retransmitting messages
that have been lost (e.g., due to external interference). The complexity is
further increased in mobile scenarios, where the set of neighboring nodes (which
may relay a node’s messages) changes frequently. The traditional wireless
networking approach performs multi-hop communication by carefully planning
a sequence of unicasts (i.e., one-hop transmissions), usually performed along
one or a few of the shortest paths possible between a message source and
its destination [192, 104, 134]. Intuitively, this is efficient because only the


